NoMachine NX Client Configuration Guide

Configuration steps for ssh key login

Step 1: NoMachine NX requires keys in OpenSSH format, therefore the existing key needs

to be converted into OpenSSH format.

> Windows users

Should be aware that the default keys generated with Putty are not in OpenSSH format

and can be converted with Putty Key Generator

(http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html) following the few

steps:

1) Start PuTTYgen.

2) From the 'Conversions' menu, select 'Import key' and choose the file containing your

PUTTY private key that is used to authenticate on the VSC cluster.

E® PuTTY Key Generator &J
File Key | Conversions | Help
Rkev Export OpenSSH key
Export ssh.com key
Actions
Generate a public/private key pair
Load an existing private key file
Save the generated key Save public key Save private key
Parameters
T_ype of key to generate: i i |
(_185H-1 (R3A) (@ 3SH-2 RSA [ 18SH-2DSA
MNumber of bits in a generated key: 2048 L]

3) When prompted, enter the appropriate passphrase.


http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

® PUTTY Key Generator X
File Key Conversions Help

Key
No key.

,

PuTTYgen: Enter Passphrase &
Enter passphrase for key
rsa-key-20140515
OK Cancel

———————————————————————————

Actions

Generate a public/private key pair
Load an existing private key file

Save the generated key Save public key Save private key
Parameters
Type of key to generate:
_)SSH-1(RSA) Q) SSH-2RSA SSH-2DSA
Number of bits in a generated key: 2048

L 4

4) From the 'Conversions' menu, select 'Export OpenSSH key' and save it as 'id_rsa' (or
any other name if the former already exists). Remember the file name and its

location, it will have to be specified in the configuration process of NoMachine NX.

g PuTTY Key Generator - - -.. - ﬂ‘

File Key IConversions] Help

Key Import ke

Public k Export OpenSSH ke |_keys file:

ssh-rsa AtoMESR+raaE/+xFqwHyLpTk8hn1EugxG -
AKAd Export ssh.com key |;‘

+2TbynPWdWICioEiidJ THgO3HE | GILWnFimF gHz5/sIK7GbRb1mollLFMS2gqy gBAqwRVIH
50FrOP3nM/ARV32amY800k8u/RO TIXSsZb0UPSHPUThgXdy

+gtpjMvUsibx7Jar3rjptbUgmf31Ygpb2UWpSy Tr -
Key fingerprint: ssh-rsa 2048 84:cc:5fafe4:1b:bb:fd:ad:0d:a8:e0:cb:e6:26:8c

Key comment rsa-key-20140911

Key passphrase: [TIITITITITIL]

Confirm passphrase: ~ eesssssssses
Actions

Generate a public/private key pair
Load an existing private key file

Save the generated key Save public key ] ’ Save private key ]
Parameters N
Type ofkey to generate B B

(C18SH-1(RSA) @) SSH-2 RSA () 38H-2DSA

Mumber of bits in a generated key: 2048

5) Exit PuTTYgen.

> Linux users

can convert the key using the command:



$ ssh-keygen -i -f key-in-ssh2-format > key-in-openssh-format

Step 2: Launch the NoMachine and press twice continue to see the screen with connection.

Press “New” to create a new connection:

B e e e e e e e o en SN

Recent connections NOMACHINE

ST - ([CTr—

Step 3: Change the Protocol to and press continue:
TTGHaching

New connection NOMACHINE

Protocol

Select the protocol used to connect.

10001 Protocol -

Continue

Step 4: Choose the hostname: (ThinKing)
(BrENIAC) and port 22 and continue:



New connection

Protocol

Insert the hostname or IP and port where you want to connect.

b4

Continue

or

New connection NOMACHINE

Protocol Authentication Proxy Save as

Insert the hostname or IP and port where you want to connect.

Host Jogin2-tierl.hpckuleuven.be Port 22

The port was chosen automatically based on the default for the protocol. If the remote computer was configured to
listen on a different port, please insert it above,

|. Back (H Continue
L !
S




Step 5: Choose the option: and continue:

. = 2 2o o o o aa aa s . s s oam  RNEES

New connection NOMACHINE

Protocol Authentication

nt to authenticate on the host?

Continue

Step 6: Choose the authentication method as: and continue:

- riotrochine e

New connection NOMACHINE
Protocol Host

Choose which authentication method you want to use.

z‘ @ Password

z- ® Private key

= @ Smart card

, o, @ Kerberos

Continue




Step 7: Browse your private key (converted according to instructions in Step 1). The key
should be in OpenSSH format (not .ppk). After choosing the file press “Done”. In
case of configuration on a mobile device please follow Steps 7a-7b, otherwise
continue with Step 8.

Step 7a: Before continuing with browsing your key it needs to be saved on your

device.

» For Android users it is easy to transfer your key and save it in a chosen
location with Box (KU Leuven) or Dropbox (U Hasselt) apps.

» For iOS users (iPad running iOS 5 or later) it is possible to transfer the
key with iTunes. Connect your device through iTunes, go to the
connected device, choose the “apps” tab, scroll down to “file sharing”.
Select the NoMachine client and add files to NoMachine Documents.
Remember to Sync your device. Once the file is added you will see it
listed:

f

u0076109's iPad * Summary Info "Apps  Music Movies TVShows Photos  On This iPad

ouch, and iPad Apps

P
Page 1
Automatically install new apps Select apps to install on your IPad or drag apps to a specific screen.
Orag to rearrange apps. screens, and pages.
File Sharing
Apps Documents
m 5 = i
[ Vesterday 1
ssh Yesterday 14:54

i | T 25,64 GBFree Sync



Step 7b: Browse your file from the given location:

Look in: /private/var/mobile/Applications/...-48C5-9574-3A5DC6701E11/Documents

-
id_rsa
26/06/2014

NoMaching

PO 010972014

nx
PO 0002014

ssh
PO 0092014

Step 8: Choose the option and continue:
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New connection NOMACHINE

Protocal Authentication

nnect using a HTTP proxy

Continue




Step 9: Give the name to your connection, e.g. and press
“‘Done”. You can optionally create the link to that connection on your desktop.

New connection NOMACHINE

Protocol Authentication Save as

Give a name to your connection. Your settings will be saved with this name.

¥ Create a link on the desktop

Step 10: Choose the just created connection and press “Connect”

. = 0 030 o oh o o ae am - 2L ses e mm R

Recent connections NOMACHINE

e 0 o I = o e e

CRD-L-03568,
DellInc. Latitude
€6230, SE, Windows 7

NX

Connect




Step 11: Enter your (vsc-account) and for your private key and press

“ok™

L] NoMachine - Con

Connection to nx.hpc.kuleuven.be NOMACHINE

Plea our username and optional public key passphrase to login.

T
M Save this passphrase in the connection file

Step 12: If you are creating for the first time choose . Otherwise please go to

step 16 for instructions how to reconnect to your session.

vsc30468@nx.hpc.kuleuven.be NOMACHINE

Sver oot | oo i
X

Step 13: Choose and continue:



NOMACHINE

e vt ovarty S * < i | (8 e scion

= ~

Back Continue

Step 14: Read the useful information regarding your session preferences and use displayed
on several screens and confirm each time with “ok” (This step is very important in
case of mobile devices — once you miss the instructions it is not so easy to figure
out how to operate NoMachine on your device). You can optionally choose not to

show these messages again.
Step 15: Once connected you will see the virtual Linux desktop:

on ThinKing

V5c30468's Home




or on BrENIAC

Step 16: When reconnecting choose your desktop from all the listed ones. If there are too
many you can use the option “find a user or a desktop” and type your username

(vsc-account). Once you found your desktop press “connect”:

NOMACHINE

X N /en.ne
S ey N * oo s




Step 17: You will be prompted about the screen resolution (

) which can be changed to match the client when
you connect. It is a recommended setup as your session will correspond to your
actual device resolution. While reconnection from a different device (e.g. mobile
device) it is highly recommended to change the resolution.

[l NoMachine - Connection to nxhpc kuleuven.b

Connection to nx.hpc kuleuven.be

How to start using NX?

Step A: Once your desktop is open, you can use all available GUI designed software that is

listed within the . Software is divided into several groups:

e Accessories (e.g. Calculator, Character Map, Emacs, Gedit, GVim),
¢ Graphics (e.g. gThumb Image Viewer),

e Internet (e.g. Firefox with pdf support),

e Other (e.g. Matlab),

e Programming (e.g. Meld Diff Viewer),

e System tools (e.g. File Browser, Terminal).



) NoMachine - vsc =
| Places system @ & [ Q] vsc30468 [im ] Mon Sep 22,

& Graphics
@ internet
i other
* Programming

0 System Tools

Paraview on BrENIAC can be started from HPC bookmark:

o - B
e Applications Places System . -]
T e

[¥a Accessories >

‘ﬁ Graphics >

\‘-) Internet >

S office >

b

&5 Other >

":’ Sound & Video >
J} System Tools >

s
6 Universal Access

Step B: Running the applications in the text mode requires having a terminal open. To
launch the terminal please go to Applications -> System tools -> Terminal. From

Terminal all the commands available on regular login node can be used.



[ S
82 Accessories
# Graphics

B internet

i other

= Programming

System Tools




